1 LGKET FILE COPY ORI
' Winnebago Cooperative
Telecom Association

704 E. Main St. » Lake Mills, IA 50450 Phone: 841.592.6105 » Fax: 641.592.6102
E-Mail: wcta@wectatel.net

January 25, 2010

Commision’s Secretary, Marlene H. Dortch
Office of the Secretary

Federal Communications Commission

445 12" St. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2009)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Winnebago Cooperative Telecom Association hereby files its most recent
certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 641-592-6105.

Sincerely,

Terry Wegener
General Manager/Executive Vice President

cc: Best Copy and Printing, Inc. — via FCC@BCPIWEB.COM




ANNUAL 47 C.F.R. § 64.2009(E)} CPNI Cerftification
EB Docket 06-38

Annual 64.2009(e) CPNI Certification for 2009
January 25, 2010
Name of Company covered by this certification: Winnebago Cooperative Telecom Association

Form 499 Filer ID: 801903
Name of signatory: Terry Wegener

Title of signatory: General Manager/Executive Vice President

|, Terry Wegener, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission’s CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set forth
in section 64,2001 ef seq. of the Commission’s rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access CPNI, and what steps
companies are taking to protect CPNI.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI (number of customer complaints a company has received related
to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

Terry Wégener </
General Manager/Executive Vice President




Winnebago Cooperative Telecom Association
704 East Main Street
Lake Mills, lowa 50450

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket No. 06-36
Annual 64.2009(e) CPNI Certification for 2009
Date: January 25, 2010

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers" (collectively, the "Company") as follows:

Company Name Form 499 Filer ID
Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A

Winnebago Transport Services, Inc. 801904

Miller Telephone Company 805404

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Certification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates" of the Company. Where appropriate or required, the

Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

%”ﬁ/ /%W

Terry Wgdener </
General Manager/Executive Vice President




Winnebago Cooperative Telecom Association
704 East Main Street
Lake Mills, lowa 50450

Exhibit 1

Accompanying Statement

Winnebago Cooperative Telecour Association (“Company’”) maimams the following operaimg procednres
in ensure comphance wih the rules set forth m 47 ¢ F R Part 64, Subpan U:

Section 64.2005 Use ol customer proprietary network information
approval.

withont cnstomer

{4) Any lelecomniunicalions carrier may use, disclose, or permit sccess 1o CPNI for the purpose of
providing or marketing service offerings among the categories of service (1.e.. local, interexchange, and
CMRS) 10 which the cnsiomer already subscribes from the same carmer, withowt custonier approval

(1) 1f a teleconnmumacaions carner provides different categories of service, and a customer
snbscribes 10 more than one category of service offered by the camer, the camer is pernitied 1o share
CPNYamong the carrier’s affiliated entities that provide a service offering 1o the customer

(2) Ifa teleconmunications carrier provides different categories of service, but a customer does
not subscribe 10 more than one offering by the carrier, the carrier is not permutted (o share CPNJ with 1ts
afTiliates. except as provided m §64 2007(b)

(b) A telecommuinicauons carmer may not nse, disclose, or permit access 10 CPNI to markel 1o a
customer service offerimgs that are within a category of service 10 which the subscriber does nm already
subscribe from that carrier, unless thal carier has customer approval (o do so. except as described in
paragraph(c) of tns section.

(1) A wireless provider may use, disclose, or permit access 1o CPNI denved from s provision of
CMRS. without custiomer approval, for the provision of CPE and imformation service(s) A wirelme carmner
may use. disclose or permil access 1o UPNI derived from 1ts prowiston of local exchange service or
mierexchange service, without enstomer approval, for the provisien of CPE and cull answerimg, vorce mail
or messagmg, voice storage and retrieval services, fax store aod forward, and protoco) conversion

(2) A telecommummications curier may not use. disclose, or pernmt access to CPNY o identify or
wack cnstomers that call competmg service providers  For example, a local exchange carrier may not use
local service CPNI 1o track all cnstomers that call local service competitors

{¢) A ielecomnmnicalions carmier may use, disclose, or pernit access o CPNI, withonl customer
approval, as described w this paragrapb (c)

(13 A telecommmmications carrier may use, disclose. or permit access 19 CPNI, without customer
approval. o 1ts provision of mside wiring mnsiallaton. mannenance, and repair scrvices

(2) CMRS providers may use, disclose. or perms access to CPNI for the purpose of conduciing
research on the health effects of CMRS

(3} LECs. CMRS providers, and mterconnecied VolP providers may use CPNI, without enstomer
approval. 1o market services {ormerly known as adjunct-1o-basic services. such as. but not lyntied 10. speed



dralmg, computer-provided directory assistance, call momtormy, call racme. call tlocking. call return,
repeat dialing. call macking, call wating, caller 1 D, call forwardine. and certam Cent ex {camres

(d) A telecomnunicalions catmer may use. disclose, or penmit access 1o CPNT 1o protect (e nglis
n1 property o the carmicr. or o protect nsess of those services and other carners om fFaudnlent. ahmsive. o
unlawful use of. or subscnpuon to. such services.

The Company has adopted speciftec CPNI policies to ensure that, in the absence of customer approval,
CPNI is ouly used by the Compauy to provide or mavket sevvice offerivgs among the categories of
service (Le., lecal, fterexchange, and CMRS) 1o which the customer already subscribes  The
Company's CPNI policies prohibit the sharviug of CPNI with affiliated companies, except as permitted
winder Rule 64.2005(a)(1) ov with customer approval pursuant to Rule 64.2007¢h).  The only exceptions
to these policies are as permifted under 47 U.S.C. § 222(d) and Rule 64.2005.

Section 64.2007 Approval reguired for use of enstomer proprietary network information.

(a} A tlelecommunications camier may obtam upproval through woiten. oral or electronic
imethods

(1) A telecommunicatiens camier relying on oral approval shall bear Qie burden of demonsirating
that such approval has been given w compbance with the Commnssion®s rules m 1his part

(2} Approval o1 disapproval ta nse, disclose, or permit access io o customer s CPN] obtamed by a
telecommunications carrier st reman in effect nonl die customer revokes or hnmts such approval or
disapproval.

{(3) A lelecommunications cdrrier must mawmtam records of approval. whether oral, wntien or
clectromic, {or ot least one year

I all circumstances wherve customer approval is required o nse, disclose or permit access to CPNI, the
Company’s CPNI policies vegquire that the Company obtain customer gpproval threugh written, oral or
electronic methods in compliance with Rule 64.2007. A customer’s approval or disapproval remains in
effect until the customer revokes or imits the approval or disapproval. The Company maimtains records
of customer approval (whether wriiten, oral or electronic) for a minimunt of one year.

(D) Use of Opt-Our and Gpe In Approval Processes A lelecommumications cammer may, subject
10 opt-oul appraval or opt- approval, use its customer’'s mdwidually identfiable CPNI for the purpose of
warketung commumications-Telated services 1o that cnstomer A leleconmunicalions carrier may. subject to
optl-oul approval or opt-in approval, disclose 11s customer’s mdividually identifiable CPNI, for the purpose

of marketing communications-related services to that customer, 1o is agents and nis S haws that provide
communications-Teluted services A telecommmmicanons casrier may also permit such person or entities to
obtain access to such CPNI for such parposes  Except for wse and disclosure of CPNT that is permitted
without customer approval under section §64.2005, or that s described m this paragraph, or as otherwise
provided m section 222 of the Commumications Act of 1934, as amended, a lelecommunications carrier
may only use, disclose, or permit access Lo 15 cuslomer s individually identifiable CPNI subject 10 opl-in
approval

Fxcept as vtherwise permiited imder Rule 63.2005, the Company’s CPNI policies vequire that the
Company ebtain a customer’s "opt out” ov "opt in" approval pursuant to Rule 64.2007(h) before the
Company may nse CPNI to market commusnications-related services vr disclose CPNIT o s agents or
affiligtes that provide conmunications-related services fur mavketing pwiposes. The Company does not
use CPNI for any vther pwposes, and dves noi disclose ov grant access to CPNI to any other pary,
except as permifted under 47 U.S.C. § 222¢d) and Rule 64.2005.



Section 64.2008 Notice reguired tor use of enstomer proprietary nelwork information.

{ad Notficapon  Gereralle (1} Prior 1o anv sohoianon for customer  apurovai,
teleconmnmmncanons carrier must provide nottication (0 the cusiomer o} 1he customer’s right 10 yesuict use
ol, disclose of. and access 1o that custonzer s CPNI

(2} Atelecomunumcations carrier nmst mauiain records of nottficauan, whether oral, written or
electromc, for at least one year.

(b} Individual notice 1o customers must be provided when soliciung approval (o use, disciose, or
permit access 10 cusiomers’ CPNI

(c) Conteni of Notiee  Customer notification must provide sufficient mformation 1o enable the
stomer 1o make an mfonmed decsion as (o whether 10 pert a cartier 10 use, disclase, of permil acoess
1o, the customer's CPNI

{1} The notifticauon must state that the customer has g nght. and the carrier has a duty, under
federal law, to protect the confidennaliy ol CPNI

(2) The notfication must specify the types of mformation that consulue CPNI and 1he specific
entites that will receave the CPNL descnibe the purposes for which CPNI will be nsed, and mfonn the
customer of his or her right 1o dasapprove those nses, and deny or withdraw access 10 CPNI al any Lime

(3% The notfication must advise the customer of the precise sieps Ure customer must Lake m order
10 grant or deny access to CPNIL and must clearly state that 4 dewmal of approval will not affect the
provision of any services to which the cnstomer subscribes  However, carviers may provide a brief

statement, m a clear and neuwal language, descnibmg consequences directly resnlung from the lack of
access o CPNI

{4) The noufication must be comprehensible and must net be misleading.

{5) I written notificanon s prowvided, the notice must be clearly legible, use sufficiently large
type, and be placed in an area so as to be Teadily appdrent 1o a customer

{6) 1l uny portion of ¢ notfication is ranslated mio another language, then all portions of the
notification nust be translated m1o that Jangnage.

{7y A carrier may state i e notificauan that the customer s appraval 1o wse CPNI mnay enhance
the carmier’s ablity to offer products and services tmjored to the customer’s needs A carrier also may state
i the notification thas it may be compeled 16 disclose CPNI to any person upen affirmnattve written reqoest

v the ructnmer
oy 12 DUROmeEr

(8) A carrier may not inchude w the nolification any statement atemypling 1o enconrage a cuslomer
to freeze Uiird-party access 1o CPNI

(9) The notification must state that any approval, or demal of approval lor the use of CPNIJ
ontside of the service 1o which the customer already subscribes from that carmier 15 valid untl the customer
afArinatively revokes or himits sach approval or demal.

(10) A telecomumunicauons carrer’'s solicitation for approval mwusl be proxmmaic 1o the
notficauon of a cnstomer’s CPNI nghts

The Company’s CPNT policies vequive that custemers be notificd of their vights, and the Compary’s
obligations, with respect to CPNI priov (o any solicitation for customer approval. All required customer
notives (whether written, oral or electronic) comply with the requirements of Role 64.2008.  The



Company maintains records of all required custoner notives (whether written, oral or electronic) for a
I um of oite year.

(dy  Nonee Reginrements Specific 1o Opr Qe A leleconununicdlions carmier musi provide
noufication to obtain opt-out approval through electronic or writen methods. bul not by oral
communication (except as provided m paragraph (1} of this section} The contents of any such notification
must comply with the requiremnents of paragraph (¢) of this section

{13 Carners must wast a 30-day wwimmy period of ume afier giving costomers notice and an
opporlumty to opl-onl before assummg eunslomer approval to use. tisclose, or permil access to CPNI A

cATTIEr May. m its discretion. provide for a longer period  Carrers must notify custoners as (o e
apphcable waiing period for a response before approval 1s asswed

(3} Inthe ease of an elecromc form of nonficaton.,
date on which e notification was sent, and

1 &3 v . L
the wasting paned shall begm to run from the

(1) In the case of nouficaton by mail, the watig penod shall begn 10 ron on the third day
Tollowing the date that the noufication was maled

(2) Camers using the opt-out mechamsm most provide notices (o ther customiers every two
years

(3) Telecommmumications carriers that use c-mail 16 provide opt-eut notices must camply with the
followmeg requirements m adduion to the requirenents generally apphcable to noufication.

(1Y Carriers must obtam express, verifiable, pniar approval from consumers 1o send nolices via e-
mail regarding heir service m general, or CPNImn particular,

(11) Carmiers nst allow cnstomers o reply directly 1o c-inails contamme CPNI notices 1 order (o
opt-oul,

(1i1) Opt-omt e-manl notices that are rerned w the camier as undeliverable must be sent to the
customer v another form before carriers may consider the custonies 1o have veceived notice,

(rv) Curriers thut nse e-mal to send CPMI notices must ensure that the sabject hne of the message
clearly and accrately 1dentifies the subject matier of (he e-mauil, and

iv) Teleconunuincations carriers must make available to every customer a method 1o opt-out thal
1= of no addnional cost to the customer and that 15 available 24 hours a day, seven days a week  Carriers
may satrsfy this requirement lirough a combmation of methods, so long as all cuslomers have the abiliy 10

cost and are able 1o effectnate that choice whenever they choose.

In instances where the Company is required fo obtain customer approval for the use or disclosure of
CPNI, the Compmy obtains "opt out” approval in accordance with the disclosures, methods and
requirenients confained in Rule 2008(c) and Rule 2008¢d). The Company's CPNI policies require that
ie Company provide "opt out” notices to 11s customers every two years. All customers have the abitity
to opt out at ne cost and using methods that are available whenever the customer chooses.

(e} Nonce Reguirements Specific (o Opi-In A tlelecommunications carmer may provide
notification 10 obtan apt-in approval through oral, written, or electionic methads  The contents of any such
notification nust comply with the requirements of paragraph (¢) of ths section

The Company duees nor curvently solicit "opt in'' customer approval for the nse or disclosure of CPNJ.
The Company does not use, disclose or grant access to CPNI for any purpose, to any party or in any
manner that would require a customer’s "opt in' approval under the Commission's CPNI Rules.



(f) Nonhee Reguirements Specific 1o One-Tome Use of CPN] (1) Camers may use oral netice (o
obtam lamted. one-time use of CPNI Tor mibound and owtbound onsiower telephone contacts for the

tnraton olMbic call. regardless of whether camiers use opt-cut or opt-mn approval based on the natwre of the
contacl

(2} The contents of any such notification must comaply with the requirements of paragraph {¢) of
s secuon. except that telecosimuitcations carriers may emit any of the following notice provisians i not
relevant to the hmited nse for which the carrier seeks CPNJ.

(13 Camners need not advise customers that if ey have opled-out previously. no action s needed
(o maintain the opt-out clection,

(11 Camers need not advise customers that they may share CPNI with ther afliliates or tird
parties and need not name those entitics, 1f the hmned CPNI usage witl not result m use by, o1 disclosure
10. an afhliate or third pany,

(i} Camers need not disclose the means by which a customer can deny or withdraw foture access

o CPNI. so long as camers explamn (o customiers that the scope of the approval the carrer seeks 15 limiied
10 one-tiie use, and

(1v) Carriers may omit disclosure of the precise steps a customer must lake w order 10 grant or

deny access 10 CPNL as long as the camier clearly commuiucates (hat the customer can deny access 10 his
CPNI1 for the call.

I instances where the Company seeks one-time custemer approval for the use or disclosure of CPNI,

the Company obtains such approvid in accordance with the disclosures, methods and yvequireinemns
corntained in Rule 2008(1).

Section 64.2009 Safeguards required for use of customer proprietary network information.

(ay Telecommunmicationy camers must nplement o systen by which the staws of a4 customer’s
CPNI approval can be clearby established prior to the use of CPNL

The Company’s billing systewr allows authorized company personnel to easily detenmine the status of a
cusiomer’s CENI approval on the customer account screen priov to the use ov disclosure of CPNI

(b) Telecommunicatons carriers must wamn ther personnel as to when they are and are uot
authorized to use CPNI, und carriers must Bave an express disciplimary process m place

The Company has established CPNI compliance policies that inciude employee iruining on rextrictions
on the use and disclosure of CPNI and requived safeguards to protect against unaytherized use or

disclosure of CPNI. Employees have signed that they understand the CPNI policies and a violation of
those pelicies will vesulf it disciplinaiy action.

{c) All carmiers shall mamtam a record, electromically or i some other manner, of therr own and
therr offibates” sales and marketmg campaigns that use thewr customers’ CPNI - Al camiers shall mamiam a
record of all mstances where CPNI was disclosed or provided (o third parties. or where third pavties were
owed access 10 CPNI - The record must mclude a descnption of each campaign. the specfic CPNI that
was used 10 e campngn, and whal products and services were offered as a part of the campuign. Camers
shatl retain the record for a nummum of one year

The Company's CPNI pelicies requive that all sales and marketing campaigns incloding those viilizing
CPNI be recorded and kept on file for at feast one year. Records are alse marmained for disclosure orv
access to CPNI by titird parties. The vecords include the reguived information Iisted in Rule 64.200%9(c).



(dy Telecommmicdaiions carrers mus! estabhsh a supervisory roview process regarding cassier
comphance with the riles m s sebpart for oni-bound marketmg sinations and mamtam records of carrier
compliance {or a wmmmun peuod of one year  Speoifically, sales personnel mus oblam supervisory
approval of any proposed out-hound marketing request for customer appraval

The Company'’s CPNI policies require employees to obtain approval from the Company’s CPNI
Compliance Officer for all marketing campatgns, inciuding those niifizing CPNI, prior to initiating that

campaign.  Record of the marketing campaigns, along with the appropriate supervisory approval is
mamitained for at least one year.

{e) A telecommunications carrter must have an officer, 45 an agent of the carrier, sign and file
with the Comimission a compliance certificate on an amnual basis  The officer must state o the certification
that he or she has persona) knowledge that the company has estabhished epeanng procedures that are
adequate to ensure compliance wioth the rues i Uns subpat  The carmer must provide a statement
accompanying e certificate explinmg how 1is operatmg procedures ensure that 11 1s or is not in
compliance with 1he rules in this sobpart b addition, the camier must include an explanation of ay
actions taken agamsi data brokers and a summary of all cusiomer complavits received m (he past year
concening the unauthonized release of CPNIL. This filing must be made ammally with the Enforcement
Bureau on or before March 1 m ER Docket No. 06-36, Tor data pertamiig to the previous calendar year.

The reqmired officer certification, actions taken ageinst data brokers and swnnnayy of customer
complaint documents are included with this accompanying statement.  The Company will file these
docuwents on an annual basis on or before March 1 for data pevtaining to the previous calendar year.

() Carmers must provide written notice within five business days 10 e Conmmisston of any

mstance where the opt-out mechanisms do not work properly, o sneh a degree that consumers’ nability to
opt-ow is more Uran an anomaly

(1) The notice shall be m the form of a leiter, and shail mclude the carmer’s name, a description of
ihe opt-out mechanismi(s) nsed, the problems(s) experienced. the remedy proposed and when 1t will be/was
implemented, whether the relevant state commmssion(s) has been notified and whether it has taken any
action, a4 copy of the notice provided 1o enstoraers, and contact m{ormation

(2) Such notice must be submitted even if the camer offers other methods by which consumers
may opi-out.

The Company’s CPNI policies include a process to provide the required written notice to the
Commission within five business days of an opi-out mechanism failnre that is move than an anomaly.
The pracedure meets the requirements Histed i Role 64.2009(f).

Section 64.2010 Safegnards en the disclosure of cusiomer proprietary network information.

(a) Safeguerding CPNI Teleconmmications carriers must {ake reasonable measures 1o discover
and protect apamst atlempis 1o gam wnawthonzed access 1o CPN1 - Telecommnmications carriers mns
properly authenticate a customer prior to disclosmg CPN] based on cusiomer-imuated lelephone contact.
online account access, O an ni-slore visil

The Company’s CPNI policies and employee training include reasonable measures to discover and
protect against activity that is indicative of pretexting and employees are instructed to notify the CPNI
Compliance Officer if any such activity is suspected.

(b) Telephore access to CPNI Telecommunications camers may only disclose call detail
information over the telephone, based on customer-imtzied telephone coutact, if the customer first
provides the carrier with a password, as descnibed in paragraph (e) of this section, that 15 not prompied by
the cartier asking for readily available biographical mformation, or acconm wformation. 1 the costomer



does not provide a password, ie Lelecommunications camer may only disclose cali detall wiformation by
sending 11 to the customer’s address of record, or. by callmg the customer at Uie 1elephione nunwber of
record 0 the customer 15 able to provide call detarl miommaten to ihe 1elecornmunications carrrer during o
customer-itiated call withont he telecomupunicanons camer’s assistapce, dien the telecommunicanons
carmer is permitied to discuss the call detall miormation provided by the costomer

The Company’s CPNI policies ensure that a customer is only able (o access call detail informarion over
the telephone in one of the ways listed in Rule 64.201000). If the eustomer cannot remember their
password, they are prompled fo answer a securiy gnesfion.  Neither the password nor the secwrity
question are based on veadily available biographical information ov accoumt information.  Customer
service vepresemtanives are instrivcted to autlenticate customers over the telephone in all instances excepr

in the case where the customer provides the call detgil informarion withowr the assisiance of the
Company.

(c) Online access to CPNI A tdlecommumcations carmer mmst authenticaie a coslomer withom
the use of readtly available biographical mformaton. or acconnt nformation. prior to allowing the
customer online access 1o CPNI related 10 a telecommumnications service account. Once anthenticaied. the
customer may only obtain online access lo CPNI related 1o 4 telecommunications service acconnt throngh a
passward, as described m paragraph (€) of this section, that is not prompted by the carner asking for readily
available biographical nformation, or account urformation

The Company’s CPNI policies require customer authentication without the use of readily available
biegraphical information ov account informmion prior to indiially gaining access to an accownt oniine.

Ouce the customer is authenticated the customer is requived (o use a password to ebtain onfine access 1o
CPNI

(d) In-Store access 1o CPNI. A telecommunications camer may disclose CPNI 10 4 custotner

who, al a carmier’s relail location, first presents 1o the telecommunicalions carrier or ils agent a valid photo
I matching the cuslomer’s aceount mnformation

The Company’s CPNI policies allow the Company to disclose call detail CPNI to the customer at a vetail
location after presenting a valid photo ID that matches the customer’s account information.

{ey Estabhshment of « Pussword and Back-up Awhennication Methods for Lost or Forgoften
Passwords. To establish a password, a telecommunications carrter must authenticate the customer without
the use of readily avaliable bographical mformation, or account mformanon. Telecommunications carriers
may create a hack-up cnstomer authenncanon method m the event of a lost or forgotten password, bat such
back-up custonter anthentication method may not prompt the costomer for readily available biographical
mformation, or account wmformation. 1 a customer cannot provide (he correct password or the correel
response for the back-up customer authenticabron method. e customer must establish a new password as

decerihed m thig nataeranh
d m thig narderanh,

LELEoL) B L Lt

The Ceompany’s CPNI policies allow for a few ways jo establish a password, all of wlich ensure
compliance with the above paragraph. Each method aiso allows the customer to establisic a back-up or
secyrity question in the event that they forget therr password. In no event does the Company use readily

available biographical information or account information as a back-up quesiion or as a means to
establish a password or authenticate the customer.

(0 - Notificanon of accownr changes  Telecommuications carmers must noufy cuslomers
nmmediately whenever a password. customer yesponse 1o 2 back-np means of authenucanon for lust o
lorgotten passwords, onlme account, or address of record 1s created or changed. This noufication 1s not
required when the customer imuates service. including ihe selection of a password al service mmation
This notification may be throngh a carmer-origmated voicemail or text message o the telephone number oi

record, or by mail to the address of record. and must not revedl the changed mformation or be sent 1o the
new acconunt miormation.



The Company’s billing system genervates a notification letter when any of the fields lisied in Rule
64.2010¢f) is vreated or changed. The Company Dmnediaiely inails ont the notification to the address of
record (never a new addvess) wlen required hy Rude 64.200007). The content of the netification complies
with the reguivements of Rute 64.2010(f).

(gy Business Customer Eiempnon  Teleconmunicauons carnas may bind  hemselves
contractually to anthentication regimes other than those described in Wis section for services they provide
(0 their business customner that have both a dedicated account representative and a contract that specifically
addresses the caTiers” protection of CPNL

The Company las comtractieal agreeimemts in place with variens business customers.  The contvacts
specifically address the carviers’ protection of the business customer’s CPNI in accordance with Rule
64.2010¢g), incinding a dedicated account representative.

Section 64.2013 Notification of customer proprietary neiwork information secwrity
breaches.

(a) A telecommunications carrier shatl notify Jaw enforcement of a breach of its customers’ CPN]
as provided in this section. The carrier shall not notify its customers or disclose the breach publicly,
whether volnntarily or under state or Jocal Jaw or these rules, uniil it has completed the process of nolifying
law enforcemem pursuant 1o paragraph (b)

{1 As soon as practicable. and m no event later than seven (7) buswiess days, afier ressonable
detenmmation of the breach. the lelecommunications carmer shall electromcatly uotify the Unied Siates
Secret Service (USSSY ond the Federal Burean of Investugation (FBIY through u central reporting facility
The Connnission will wamiam o Jink 1o the reportng facility at hitp /fwww fee gov/eb/cpni

{1y Norwithstundwmg any sisie low 10 e contrary, 1he carmer shall not notify cusiomers or
disclose 1he breach 1o the public unul 7 full business days have passed afier notification o the USSS and
the FBI except as provided m paragraphs (2) and (3}.

{2) Wihe carmer believes that there 1s an extraordimarily urgent need 10 notify uny class of affecied
customers sooner than otherwise allowed under paragraph (1), mn order 1o avoid mmmediate and ureparable
harm, it shall so mdicate in 1ts notfication @nd may proceed 1o numediately notify 1ts affected customers
only afier consultation with tie relevant mvestigating agency. The carrier shall cooperate with the relevam
mvestigating agency’s request 1o mulnlize any adverse effects of such cusiomer notification.

(3) I the relevant wivestgaling agency determmues that the public disclosure or notice 10
customers would tmpede or comproniise an ongowng or potential criminal mvestigation or nanioual security,
such agency may direct the carrier not 10 so disclose or notify Tor an nitial peniod of wp 1o 30 days  Snch
period may be extended by Lhe agency as reasonable necessary m Lhe judgment of the agency. If such
direction is given, the agency shall noufy the carrier when 11 appears that public disclosure or notice 10
affected customers will no langer mnpede or compromise a cnmmal investgation or natienal security  The
agency shall provide m wrimg 11s witial direction to the carner, any subsequent extension, and any
notification that notice will no Jonger impede or comprowise a croninal nvestigation or nalional securiy

and such wrtings shall be contempordneously logged on the same reporting facility that contains records of
notifications filed by carriers.

() Recordkeeping Al carmiers shall mamtam a record, electromcally or n some other manner, of
any breaches discovered, notificaon made 1o the USSS and he FBI pursuant (o peragraph (b), and
notificaon maude 1o customers  The record mnst mclnde, if avaslahle. dates of discovery and noufication, a

detailed descripuon of the CPNI that was 1he suhject of the breach. and the circumstances of (he breach.
Carriers shall retam the record for a mumimum of 2 years



The Company has policies and procedures in place to ensiwre compliance with Rule 64.2011. When it is
reasonably deternined that a breach has occurred, the CPNI Compliance Officer will notify law
enforcement and its customer i the requived timeframes. A vecord of the breach will be marained for
a mimmun of ve years and owill indude  all infermation requived by Rule 64.2011



